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1.

Background
Collaborate From Home




Who are we”?

- Josh Hopkins
- Threat Researcher, Team Cymru

- Manabu Niseki
- CSIRT / Trust & Safety Engineer
- EX HITCON Speaker (HITCON Community 2019)



The idea behind our talk

- Considering the impact of the pandemic on
conferences and collaboration

- What might the "new normal” look like"?

- Work from home ... Collaborate from home!
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VWhat our talk will contain

- Examples of our collaboration
- Stories of our collaborations with others

- Tips on sharing / who to share with to make an
Impact
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GhostDNS
Exploitation of SOHO Routers
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- Incorporates various open source elements/

Vulnerable SOHO routers compromised - 100,000+


https://github.com/robertdavidgraham/masscan

Targets / victims

- Residential Internet users
- Default router credentials, outdated firmware

- Focus on South American users
- Mainly Brazilian, some Argentinian

- Credential harvesting
- Banking, E-commerce, email, Netflix

- Credentials sold at scale (on the dark web)
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CERT-FR reports that #APT317 is using compromised
routers to target French organisations:

| put together some graphs demonstrating the ~160 IP
addresses that were disclosed:

Why is this relevant? e

- This threat is neither new nor sophisticated
- Still hugely successful

- The way we work Is changing
- SOHO routers = very attractive targets

- Are we prepared for new and/or sophisticated threats?
- e.g. APT31



Why is this relevant?

- Peak in activity over the past
year

- Actors making the most of the
opportunity?




3.
Collaboration Efforts
With GhostDNS

Lessons Learned




A\ Collaboration fail

- Shared collected loCs with CERT.br through a proxy
- Nothing happened / no reply from CERT.br



A\ Collaboration fail

- Lessons learned:

- Context matters
- Information makes sense with context

- You should set a shared goal before starting collaboration

- What do you want to achieve?
- What is an expected response from an opponent?



¥ Collaboration success

- Worked with Cert.br on GhostDNS

- Existing relationship - building a network
- CSIRTs/CERTs

- Mutual interests
- Social Media

- Priorities and patience



4.
MogHao / XLoader

Peaks and Prevalence In Activity




What is MogHao?

- Android malware

- Spreading through SMS & rogue DNS servers

- A campaign spreading MogHao is known as Shaoye(’>' &g
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What is MogHao?
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MoqgHao distribution map
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What is MogHao

- Taiwan is a target of MogHao
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What is MogHao

- Taiwan is a target of MogHao
- Connections to second stage C2 server

Src IPI1 Dest IPI1 Protoli Src Portl1 Dest Port!i TCP Flags!1 Packets!1
103.249.28.208 (info] 6 (TCP) 28640 38866 2 (SYN) 1
103.249.28.208 [info] 6 (TCP) 49230 38866 2 (SYN) 1

103.249.28.208 [info] (183 6 (TCP) 35700 38866 2 (SYN)

103.249.28.208 linfo] (38} 6 (TCP) 40124 38866 2 (SYN)

103.249.28.208 [info] 6 (TCP) 59742 38866 2 (SYN)
103.249.28.208 |info) 6 (TCP) 30866 38866 2 (SYN)
103.249.28.208 [info] 6 (TCP) 50492 38866 2 (SYN)
103.249.28.208 [info] 6 (TCP) 32216 38866 2 (SYN)
103.249.28.208 [info] 6 (TCP) 20979 38866 2 (SYN)
103.249.28.208 [info] 6 (TCP) 57105 38876 2 (SYN)
103.249.28.208 [info) 6 (TCP) 43122 38866 2 (SYN)
103.249.28.208 linfo] 6 (TCP) 37090 38866 2 (SYN)

103.249.28.208 [info] (83 6 (TCP) 27635 38876 2 (SYN)




Why is this relevant?

- The new normal is working from home and also
ordering from home

- Postal / transport service becomes a favorite lure for
a threat actor

| J g

POST

o5




A\ Collaboration fail

- | got a DM from a guy who claims he is a researcher
- He requested MogHao information to me

- So | shared information with him to make a
collaboration



A\ Collaboration fail

- But he did not share anything with me and published
an article without cred
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- | was just robbed




A\ Collaboration fail

- Lessons learned:
- Be aware of trolls, trolls are everywhere

- Share information only with trustable persons/groups



A\ Collaboration fail

- Issues to be solved:

- Getting to know each other well is difficult nowadays
- I'm missing a beer bash after a conference @

- oVoice, Gather, etc. may work?



¥ Collaboration success
- Collaboration with JPCERT/CC

- Focus on trend and victim analysis
- Working with specific goals and objectives

- Develop understanding over timej

- Working with other researchers




D.
Sharing is Caring

In Summary




What | learned from failures

- Sharing information without any context & any
commitment does not make sense

- Sharing is caring but the way of sharing matters

- Creating a shared goal is a key to success



What | learned from failures

- Don't trust someone who you don't know well (even
he/she has a high reputation online)

- Trolls are everywhere

- Don’t be a troll. Give and take matter.



Final thoughts

- The way that we work and collaborate has changed
- Don't be afraid to reach out to others

- Be receptive to collaboration opportunities

- Utilize organizations like CERTs/CSIRTs



Questions?

Twitter:
@ninoseki @teamcymru_S2




